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EDItORIAL

what awaits us
in the future? 

Dear Readers,
 

What awaits us in the future? This is an especially interesting 

question if we are talking about long-term investment decisions 

and strategic technological cooperations. And this is exactly what 

IT security is all about. The increasing complexity and dynamism 

of technological but also economic and social systems, increas-

ing expectations in terms of performance as well as the lasting 

cost pressure are contributing to a strong interest in statements 

about the future that need to be as reliable as possible.

 Now, predicting future events is often a rather difficult undertak-

ing. The best thing to do is, however, to ask the people who are 

shaping the future: the industry experts. We will present you with 

an excerpt of their answers they provided us with in our current 

study on the subject. In an in-depth interview, Dr Roland Schuetz, 

CIO of the Lufthansa Group Airlines, provides an insight into the 

“flying data centre” of today and tomorrow. The focus of this 

edition is also on the core research topic of our industry: self-

learning systems for IT risk detection.

In “IT Security – Know-how for corporate management”, the is-

sues concerning IT security are prepared in such a way that they 

can be understood by non-experts as well. We aim to make these 

issues as interesting and understandable as possible for our read-

ers from other industries.

 

With this in mind, I wish you enjoyable reading.

Your Isabell Claus, publisher
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Innovation 
stands and 

falls with the 
progress made 

in It security

StRAtEGY

iS
to

ck
.c

om
/a

-r
-t

-i
-s

-t

This raises the question of trust in this technol-

ogy. Does confidential information stay confiden-

tial? Do IT systems always work the way they should? 

Can unauthorised persons gain access to computers, 

steal data or do harm without anyone noticing?

 A glance into the future of various aspects of 

society and the economy shows the great develop-

ments but also the challenges that come with an 

all-encompassing process of digitalisation. And: the 

associated significance of IT security is facilitating the 

present and future trust in technology and thereby 

acceptance of technology in the first place.

More people, more digital access

The United Nations (UN) is predicting a world popula-

tion of eight billion people in 2025. This is almost a 

billion people more than today. The rapid population 

growth in China, India and Africa translates into high 

economic growth. On the one hand, the social middle 

class is growing and demand, e.g. for technology, 

is growing strongly. On the other hand, companies 

such as Google are working on allowing every person 

worldwide access to information and communication 

technologies.

The Internet of Things is connecting everything 

around us

Physical objects are connected to the Internet and 

allow for the remote control of their performance and 

environment through integrated sensors, chips and 

software. They are creating a new reality: innovations 

in the healthcare sector encourage early detec-

tion, diagnosis and treatments. The car is becoming 

(even more) intelligent: “swarm intelligence” pre-

The ongoing process of digitalisation will transform the lives and the econo-

my between now and 2025 on a permanent basis. The foundations are laid, 

visions are outlined. The new possibilities that the information and commu-

nication technologies allow for have long since had a decisive influence on 

us as well as on the exploration of the world and the utilisation of resources. 

And so it continues. Dependency on technology is growing.

the “freedom 251”, the cheapest mo-

bile phone in the world costing four 

us dollars, is being launched in India. 

demand in the first few days: 70 mil-

lion units.
(Source: Ringing Bells)

2025: Innovation stands and falls with the progress made in IT security

explosion of data: the volume of digi-

tal data generated around the world 

is currently growing annually from 

8.500 to 40,000 exabytes. 
(Source: Statista)

over half of all major business pro-

cesses will be connected to the In-

ternet of things.
(Source: Gartner)
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vents accidents, saves time, money and energy and, 

soon enough, the vision of self-driving cars will turn 

into mass production. In the “house of tomorrow”, 

heating and air conditioning are being continuously 

monitored, refrigerators are filling out shopping lists 

and all devices are being (remotely) controlled by 

smartphones.

Industry 4.0 revolutionises production and 

logistics

The fourth industrial revolution is well under way. 

“Smart objects” are communicating with each other 

and allow for the auto-control of production sites 

or real-time supply chain management. In addition, 

logistics is also making considerable progress: antici-

patory deliveries are becoming reality, and distributed 

order management puts providers in the position of 

being able to process every order from each of their 

locations – based on the observations made con-

cerning customer use and profitability.

Disruptive innovations in the financial industry

Bitcoins have introduced a revolution of pay-

ment transactions. Central banks, major banks and 

research are recognising its potential. They are 

currently working on developing a universally usable 

currency on the basis of blockchain which is what is 

behind Bitcoin. 

 While only experts are currently dealing with 

blockchains, customers of financial institutions in 

general are becoming more and more technology-

savvy and increasingly use online-based platform 

services. Data and the subsequently generated 

knowledge about customers, their wishes and needs 

are crucial for comprehensive, long-term and individu-

al care. 

 The power of these data and their application are 

also apparent through the rise of FinTechs. The rapidly 

growing start-ups are focusing on technology and 

are therefore able to deliver considerably quicker and 

cheaper. On the other hand, non-financial institu-

tions such as Facebook, Amazon or Google, with their 

comprehensive know-how about their customers, are 

urging traditional banks to redefine themselves.

Energy supply newly interpreted and intelligently 

done

The energy landscape of the future consists of 

renewable energies, decentralised energy genera-

tion and smart grids, the intelligent power grids. Data 

collection and its exchange form the basis for the 

functioning of sustainable business models of energy 

companies. Supported by digital platforms, end con-

sumers should be capable of using their power grid 

in a targeted fashion. And: power grids will be self-

administering and self-configuring, will be able adapt 

to voltage changes through self-adjustment and to 

moderate disruptions through self-optimisation. 

the dark side of 
digitalisation

Through digitalisation, machines, components and 

technologies can be better integrated and adminis-

tered in processes, enabling intelligent networking 

and mechanisation to enter all areas of life. This goes 

hand-in-hand with an explosion of data.

 But how are the people dealing with it? Where 

technology is replacing 30% of the 

current jobs in us banks. 
(Source: Citigroup)

nearly half of germany’s electricity 

needs are based on renewable ener-

gies that are managed “intelligently”. 
(Source: German Federal Ministry of Economic Affairs and Energy)

In germany, the degree of digitali-

sation of production processes is 

expected to rise from 33% today to 

82%. 
(Source: PWC)

STRATEGY

there is light, there are also shadows. And as such, 

the revolutionary technology, the networking and the 

zetabytes of data are not only employed for progress. 

They also make people, economic systems and com-

panies vulnerable to attack.

 Thus, despite all the changes, one thing remains 

constant: a never-ending race between cyber attack-

ers and the IT security departments of companies and 

organisations. Attacks are evolving in two directions: 

complex, well-targeted cyber attacks with growing 

damage potential for the companies, the economy, 

society or states under attack and automated mass 

attacks. Companies need to be prepared for both 

scenarios. At stake are nothing less than their good 

reputation and, in the worst case, their existence. The 

focus will remain on the financial sector with all its 

digital developments, followed by the industry with its 

strongly interconnected products and processes.

It security 2025 
Five hypotheses for the 
future

2025: Innovation stands and falls with the progress made in IT security

1.

2.

3.

coMPanIes take over all-
encoMPassIng resPonsIbIlIty 
for theIr It securIty

IT security is, and will be, as important for 

a big power plant as it will be for a tiny, 

digitalised pacemaker. The difference 

compared to today lies in the responsibil-

ity to provide for IT security: the operator 

of the power plant will continue to be 

responsible for his plant in the future. The 

heart patient, on the other hand, has to 

trust the manufacturer of the pacemaker. 

In a strongly interconnected world compa-

nies – manufacturers as well as opera-

tors – are playing a key role in IT security. 

Consumers have almost no influence over 

IT security any more. The use of anti-virus 

software on a private PC may be capable 

of generating a feeling of security today; 

in 2025, this PC will most probably rep-

resent the smallest danger.  Instead, the 

demands being placed on manufacturers 

will be to get them to think about security 

already during the development phase, 

to integrate it into the technology or into 

the product from the start or to adapt it 

continuously to the newest dangers and 

already known vulnerabilities.

It securIty Is based on an early 
warnIng systeM wIth a holIstIc 
aPProach and hIgh degree of 
autoMatIon.

Data protection is becoming the big-

gest demand being placed by states on 

their companies and, at the same time, 

constitutes the most challenging task. 

Confidential data is becoming increasingly 

interesting and attackers are operating 

at all levels. And finally, dangers are also 

coming from states themselves.  The 

desire to foster industrial sectors in one's 

own country leads to digital espionage 

and the theft of intellectual property. 

IT early warning systems with a holistic 

approach for the far-reaching automated 

detection and prevention of sensitive 

data outflows constitute a very promising 

solution. Based on their knowledge about 

the current general situation concerning 

malware in circulation and criminal groups, 

they can anticipate resulting threats and 

initiate the right processes. This will be 

made possible to a certain degree by 

self-learning systems (Machine Learning). 

Nevertheless, it will not be possible to fully 

replace expert know-how.

It securIty wIll reMaIn 
technIcal exPertIse, the “war 
for talent” reMaIns IntensIve

The type of attacks and the technologies 

used are constantly changing, and the 

complexity is increasing. The detection of 

and reaction to dangers has to be adapted 

accordingly. IT security experts are thus 

under constant pressure to acquire ad-

ditional skills, to study new findings about 
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4.

5.
their sector, as well as across sectors, and 

to experiment with new technologies and 

specialise even further in specific areas 

of IT security. Employing these experts is 

becoming very cost-intensive and increas-

ingly uneconomical for companies whose 

core business is not in IT security. At the 

same time, it is becoming more interesting 

for experts to make their abilities available 

to several companies and continuously 

work on new practical cases. Managed 

Security Operations Centres, i.e. external 

IT security providers, are attracting young 

talent.

transParency Plays a 
crucIal role In 
It securIty ManageMent

A company’s globally distributed IT system 

has to be reliable and available around the 

clock. Information is processed 24 hours 

a day; processes are closely intercon-

nected across continents. If IT services 

stop working, entire business processes 

grind to a halt. Transparency in IT security 

management plays a key role in avoiding 

this scenario and – if necessary also in 

its remediation. It protects against long 

disruptions and enables swift reactions in 

case of emergency. With the help of new 

protocols and technologies, the persons 

accountable for security on the one hand 

and the management on the other hand 

are provided with a centrally visible over-

view updated on a daily basis about the IT 

security of the entire company, including 

all business areas, the IoT technologies, 

the IT infrastructure and all networks.

InvestMents In It securIty 
wIll be hIgher than today but 
wIll be Managed as a basIs of 
success.

More transparency does not only lead to 

more clarity with regard to the influence 

of IT security on business processes but 

it also justifies the detailed information 

about prevented disruptions, damages 

or the loss of effected investments in IT 

security.   The relation to the usefulness 

of the resources deployed, which is often 

difficult to see today, becomes clear. As a 

result, key figures, overall risk values and 

trend analyses in Balanced Score Cards 

and Management Cockpits are integrated 

and managed as a basis of success.

conclusion

Innovation based on digitalisation makes the world 

of tomorrow faster, better and more efficient. At the 

same time, the focus shifts to IT security. The progress 

of IT security is what makes the success of innovation 

feasible in the long term, for innovation means that 

something new needs to assert itself on the market 

as well. And this only happens if people that apply 

something new trust it.

 How great the progress of IT security until 2025 

actually will be, depends heavily on how companies 

prepare themselves today for the future. 

STRATEGY
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Innovation & 
security within the 
flying data centre” 
An interview with
Dr Roland Schuetz, CIO,
Lufthansa Group Airlines

“
dr schuetz, what role 

does It play in the avia-

tion industry today?

The IT infrastructures of airlines, air traffic controls 

and airports nowadays are like complex cogwheel 

mechanisms that have to be perfectly interlocked. 

The worldwide networking and integration of systems 

in our industry is essential. System breakdowns or 

partial disruptions of air traffic cause flight delays or 

cancellations that incur substantial costs. The high 

availability of our services – 24/7, 365 days a year – is 

therefore a prerequisite.

 The majority of touchpoints with our passengers 

are influenced by our IT, regardless of whether this 

concerns check-in, on-board entertainment, luggage 

status, access to additional travel information or 

navigation at large airports. Fully automated check-

in processes with luggage machines are already in 

operation at the HUBs. Travellers will soon be able to 

track the location of their luggage via smartphone app 

in real time. Smart glasses also offer new possibili-

ties through the application of augmented reality. The 

aeroplane is increasingly becoming a flying data cen-

tre and our customers demand connectivity – every-

where at all times. In October 2016, the first Lufthansa 

aeroplanes started offering broadband internet on 

short and medium-haul flights. And it won’t be long 

until passengers are able to use their own streaming 

StRAtEGY
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boarding alone would take up to five hours. We con-

tinuously develop new solutions in order to steer the 

core processes in the best possible way and optimise 

them even further.

 Big Data is increasingly becoming a success factor 

in order to promote customer loyalty and increase 

turnover. An abundance of data is analysed with the 

aim of identifying recurring patterns, which can then 

be used to  derive prediction models. Based on the 

findings obtained about customer needs, customer 

services can be improved and sales activities speci-

fied.

As a company, we are now in the position of being 

able to make well-founded decisions concerning the 

subjects that are communicated to the customers and 

the manner in which this is done.

 In times gone by, it was only the premium and sta-

tus customers that were looked after personally. 

Today we are getting to know our customer more 

closely and are able to generate individualised profiles 

for our guests. We can individually accompany them 

on their journey and allow them to have a travel expe-

rience tailored to their needs and preferences. If you 

are flying, you will surely be happy if you are served 

your favourite drink, can read your favourite magazine 

or have the entertainment programme of your choice 

at your disposal.

 Digitalisation is also increasing efficiency in the 

aviation industry, for instance through the quicker 

handling of passengers or luggage at the airport. 

Furthermore, aircraft will in future autonomously 

decide on the most efficient route by means of digital 

services through the in-flight entertainment systems on 

board or can make calls on board with their smartphones. 

 Digitalisation is changing the aviation industry at all 

levels. It is no longer enough to simply go from A to B by 

air; the entire travel experience is what counts. The cus-

tomer journey – that is to say the travel experience from 

booking until arrival – is becoming considerably easier 

and more comfortable through digitalisation, on ground 

as well as on board. We would like to accompany our pas-

sengers on their entire journey – across multiple modes 

of transport. We also want to advise our customers at 

the destination and provide them with individual offers. 

Through digitalisation, it is not only necessary to man-

age one’s own offers but also those of third parties, for 

example, hotels. We are talking about offering a holistic 

experience with our direct sales channels. 

which core processes in 

the aviation industry would 

no longer be possible with-

out It?

The use of IT today penetrates various core processes of 

the aviation industry, accelerating the handling of aircraft 

and passengers through automated solutions. The major-

ity of the processes would no longer work today without 

complete digitalisation. Almost every interface between 

us and the passenger is electronic. Without IT support, 

STRATEGY

Photographed by: Dominik Mentzos for Lufthansa GermanyPhotographed by: Oliver Rösler for Lufthansa Germany

technologies. To this end, software will be evaluat-

ing the current aircraft and weather data in real time. 

This will help to cut costs in the aviation industry as 

efficient route planning will directly translate into less 

kerosene consumption. 

The accurate prediction of the arrival time allows for 

an optimal alignment of the operative processes on 

ground. 

how will the role of It 

change at lufthansa be-

tween now and 2025?

With the digital transformation, there are new de-

mands being placed on IT. While in the past, the focus 

was on the stable operation of IT systems to support 

the business processes, nowadays demand is grow-

ing for skills to quickly test IT innovations. Through 

digitalisation, previously IT-unrelated business models 

are increasingly IT-operated. Digital solutions are 

increasingly becoming the core business. Sometimes, 

competitors that are new to the industry enter our 

markets, some of them with entirely new business 

models. Data is growing in importance – at the same 

time, the resulting flood of information also has to be 

mastered. 

 Consequently, the methods and processes of prod-

uct development are fundamentally changing as well. 

Today we have to be able to try out new technologies 

and drive new developments quickly in order to react 

swiftly to customer feedback and market develop-

ments without giving up stability and security. In order 

to meet these requirements, not only do we have to 

reshape the IT landscape, but we will also need addi-

tional IT skills and new business models so as to make 

full use of, for instance, the potential of digital interac-

tions with flight passengers, employees and business 

partners. Companies have to become more agile and 

keen to experiment. They must not be afraid of making 

mistakes; they should let them happen and learn from 

them in order to develop new business processes. 

This requires much more flexibility from us in order 

to be able to deliver prototypes or proof of concepts 

much faster. It is a continuous learning process that 

also has to be supported by IT. A paradigm shift com-

pared to the traditional waterfall model and long-term 

tenders. 

 The priorities are shifting: investments in IT are just 

as important today as investments in aircraft. IT is an 

elementary component of almost every product today. 

Innovations and new technologies are of crucial im-

portance, if we intend to survive in the global fight for 

clients and satisfy their increasingly specific needs. 

IT is becoming a driver of innovation, allowing us 

decisive competitive advantages. This is why IT has to 

be involved much earlier in the process, regardless of 

whether this concerns the development of new prod-

ucts or platforms, the planning of launch strategies 

or new pricing systems. Needs and trends have to be 

re-identified and seized on an ongoing basis, and our 

offers adapted. In order to connect the IT world more 

Innovation & security within the “flying computer centre”

Photographed by: Oliver Rösler for Lufthansa GermanyImage: Lufthansa Germany



1716

closely to the corporate strategy, I no longer report to 

the CFO but directly to the Lufthansa Executive Board 

member responsible for Hub Management. 

what significance does 

It security have today at 

lufthansa and will it have 

in 2025?

In an increasingly connected world, not only data and 

fast access to them is growing in importance but also 

its security. Cloud computing, Big Data, Mobility and 

IoT are currently the disruptive technologies trig-

gering major changes in many areas. The increasing 

interaction with customers, employees and busi-

ness partners presents us with new challenges. New 

potential targets arise that need to be appropriately 

protected. The need for technical security solutions 

will rise in the next few years. No company can afford 

gaps in its security. 

 The field of Big Data is also highly sensitive due 

to the fact that personal data is linked together with 

know-how, which demands a high standard of data 

protection and security. The mobile business and 

the Internet of Things is also fuelling the growth in 

the data traffic. The availability of IT services such as 

hardware, software or platforms provided by third-

party vendors through the Internet requires a specific 

analysis of the services. What does the deployment 

scenario specifically look like? Which requirements do 

providers have to meet? These and other questions 

have to be clarified and new security concepts need 

to be developed. 

 However, not only do dangers arise externally but 

also internally, for example through data being ac-

cessed by our crews using mobile devices. We there-

fore need to have a strong awareness of security in 

our company and to train our employees accordingly. 

Moreover, networks in aircraft for Wi-Fi and entertain-

ment electronics need to be strictly separated from 

the technology on board. 

STRATEGY
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An extensive expert survey with 
regard to future trends and challenges 
in It security

cyber attacks 
and It security in

2025

IT security experts in Europe and Asia were asked: 

How will cyber attacks develop between now 

and 2025 and what do we have to do in order to 

successfully combat them? The answers provide 

clear indications as to what companies and users 

will have to deal with and in which areas urgent 

action needs to be taken. 
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danger no. 1:
The number of attacks with regard to the 

Internet of Things will explode

This is expected by nearly a quarter of those surveyed. It is not just the com-

parative ease with which devices can be attacked which is seen as a danger. 

The Internet of Things is also seen as the trigger for a rise in cyber crime.

“The Internet of Things will play an important role in the future. Everything 

will be interconnected. Due to various standards existing in parallel, there will 

be huge IT security problems. Ancient attacks will happen again – especially 

due to the Internet of Things because nobody is providing for IT security (and 

most of the devices are not even able to offer an adequate level of IT security 

protection).” (Commentary of an expert in its original wording)

danger no. 2:
Malware of the next generation will be even 

more dangerous

According to the experts, malware in all its forms will be developed even 

further.

“Customers accept integrated backdoors in standard software (e.g. Windows 

10). These security gaps can be insufficiently secured by the software pro-

vider and therefore be exploited by hackers. Autonomously acting computer 

programs are going to attack systems with previously unknown precision, 

range and speed.” (Expert commentary)

danger no. 3:
The user as starting point for attacks, espe-

cially for social engineering attacks

“Users will remain the weakest link in the entire system.” 

(Expert commentary)

Users are considered today, as well as in the future, the starting point for 

targeted and mass attacks. Particularly dangerous are social engineering 

attacks. Attackers spy on their victim's personal environment or assume fake 

identities. Several cases involving losses in the amount of tens of millions of 

euros became known already.
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perts see a need to invest above all in the automated analysis of 

security-relevant data in real time. Similarly, the merging of IT hid-

den in products and the related IT security is a topic that has been 

addressed on a number of occasions. That means that IT security 

needs to be considered already during product development.

“(What needs to be created is...) an improved overall approach 

to the issue of IT security: predicting attacks and implementing 

security mechanisms in the applications themselves, not just on 

the security level above.” (expert commentary)

get involved in the promotion and design 

of It security research and harness your 

advantages

Research on the use of artificial intelligence and automated at-

tack detection methods are the most important approaches for 

IT security technology of the future. Groundbreaking develop-

ments should be expected by 2025. Similarly, new authentication 

procedures will make up key security mechanisms in the future. 

Whether cyber attackers or IT security officers win the global race 

will depend above all on the respective progress in technology.

“IT security systems could communicate with each other better 

and tune each other (self-defence of the systems). It is doubtful 

whether this will be possible within the scope of artificial intel-

ligence by 2025.” (expert commentary)

Read the entire study here: 

www.radarservices.com/en/2025/

raise awareness at all levels of the cor-

porate hierarchy and train your It security 

responsibles on an ongoing basis.

Humans are at the heart of proper resource allocation that is rec-

ommended by the experts for the future. Nearly fifty per cent of 

the experts point to a lack of awareness in respect of IT security 

at all levels of the hierarchy.

“The lack of professionals is certainly one of the most crucial 

problems at the moment, but the biggest problem of all is the 

ignorance displayed at the CxO level, and that IT security is only 

seen as a cost factor until something really bad happens. This is 

today's situation, it may slightly change between now and 2025. 

(expert commentary)

The new technologies strengthen the need to focus urgently on 

awareness of IT security.

“The cloud is responsible for most of the security problems due 

to the need to cut costs in companies. Individuals and compa-

nies still do not pay much attention to IT security. In 2025, even 

more important data will be available online, more systems will be 

connected and can be manipulated with terrible consequences.” 

(expert commentary)

Pay more attention to the automated anal-

ysis of security-relevant data in real time

Investing in the advancement of IT security technologies has 

to come immediately after investing in human resources. Ex-

what should companies do in order to be fit for the fu-
ture?  experts have provided clear answers to that ques-
tion, recommending strategic courses of action to ensure 
higher levels of security in corporate It.

Cyber attacks and IT security management in 2025
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Continuous IT security monitoring offers 

protection against such particularly dangerous 

attacks. Its tasks: to promptly identify cyber attacks in 

all risk areas of the company’s IT. The technology here 

comprises three key components.

Monitoring of the gateways for 

malware and the communication 

channels 

Public institutions are just as affected by data theft as 

companies. Just a few months ago, cyber attackers 

stole the data of four million US government employ-

ees from its HR department, 83 million customer data 

sets from J.P. Morgan Chase and 80 million from the 

insurance company Anthem.

From a technical point of view, it is a fact that an 

attacker must transfer the data from the company 

to external locations sooner or later. This can be 

detected through the security monitoring of all 

systems, of data traffic and of the access to sensitive 

systems. The transfer of data from internal to external 

IPs with which no business relationship exists must 

be promptly identified and analysed. This is where 

intrusion detection systems (IDS), among others, 

come into play. They record the flow of data packages, 

analyse them and report suspicious activity.

 Another gateway: malware in email attachments or 

web downloads. For instance, large German hospi-

tals have been repeated targets of ransomware. The 

blackmailing software locks computers or encrypts 

parts of the hard drive. Decryption only follows once a 

ransom has been paid. For security reasons, all clinics 

concerned had to work offline and “manually” for sev-

eral days. However, the disruption to operations could 

have been avoided entirely. When using the latest 

generation of sandboxing technologies, all incoming 

emails and downloads by employees from the Internet 

are automatically analysed in “isolated” environments 

(sandboxes). If malware is detected, the email is 

stopped or the download halted. This also means that 

the cyber attack is successfully repelled.

Continuous vulnerability analysis

New types of attack appear every day that exploit un-

known security gaps or vulnerabilities in the IT system 

of a company. For instance, 1blu, one of the largest 

German web hosting companies reported that it had 

been the victim of extensive data theft and attempted 

blackmail. The internal 1blu system was accessed 

via a defective server configuration, which enabled 

the attacker to successively spy on the multi-level 

the 3 “must-haves” for real-time detection 
of targeted cyber attacks

organised 
cyber crime

Targeted cyber attacks cause the most damage if they remain undetected 

by IT security systems for an extended period of time. Attackers can freely 

spy on the network until they ultimately find the company’s crown jewels – 

and steal them.

tECHnOLOGY

system architecture. Although the data had largely 

been stored in an encrypted format, it was apparently 

possible for the attacker to decrypt them. Access was 

made easier by the fact that the internal requirements 

concerning the security of keys and passwords of 

individual employees were not complied with.

 The ongoing detection of defective configurations 

and security gaps by means of a vulnerability scanner 

from an internal perspective (within the company’s 

network) and from an external one (from the Inter-

net) is a prerequisite for a secure IT system. Resolute 

and reconstructible resolution as part of vulnerability 

management closes gateways for attackers, thereby 

shrinking their room to act.

The log data analysis and 

correlation

The German Bundestag was the victim of a cyber 

attack in 2015. According to reports, attackers had 

broken into the network via the computer of an MP. 

They got access to administrator passwords and were 

therefore able to access the server.

 Then they attempted to make their movements in 

the network appear as normal as possible. Neverthe-

less, these attackers can be detected. Logins by one 

user on several systems with different IPs at the same 

time are indications. As a result, all logs from servers, 

network devices, applications and other equipment 

with security-relevant information must be analysed 

centrally and correlated with the findings of the intru-

sion detection systems.

 This is where security information and event man-

agement (SIEM) is used, where all logs are automati-

cally normalised, analysed and examined for security 

incidents and risks through so-called use cases.

 An advanced correlation engine with its recogni-

tion algorithms based on rules and statistical models 

enables the implementation of these use cases and 

their ongoing review, including in combination with 

vulnerability information and analyses of the network 

data traffic.

Organised cyber crime

Conclusion

Companies are well protected if they have modern tech-

nologies in use that cover all three areas. But beware 

– tools are ultimately only as good as their users: the 

correct configuration and adjustment to current circum-

stances is a crucial and ongoing task for highly special-

ised experts.

Monitoring of the gateways

 

for malware and the 
communication channels 

The log data analysis
 

and correlation
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human 
versus 
machine
How self-learning 
systems detect cyber 
attacks

Self-learning systems are currently being trialled in many areas. One 

of the most exciting topics: Detecting cyber attacks. Research is at an 

advanced stage, practical trials are under way. Now the details are be-

ing worked out. An interview with Harald Reisinger, Managing Director 

of RadarServices, Europe's market leader in the research of this field.
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Machine learning uses algorithms in order to 

recognise patterns or relationships in existing 

data. These are underpinned by statistical methods, 

including classic inference statistics, Bayesian models 

or clustering. On this basis, systems referred to as 

“self-learning” or also “behaviour-based” automati-

cally draw conclusions, calculate probabilities for 

different scenarios and make predictions.

 Such behaviour-based systems are used to detect 

cyber attacks in the IT infrastructure of companies 

and public institutions. Harald Reisinger explains: 

“Conventional IT security tools are usually rule- or 

signature-based. This means that they only recognise 

malware, for instance, if they had access to exact 

information about their properties in advance. In the 

event of even minimal deviations from these stipula-

tions, the tools are outwitted and ineffective. Attack-

ers focus specifically on this. They find and exploit 

new weaknesses in the infrastructure of a company or 

make use of previously unknown malware. Today you 

need specialists to detect such attacks. Only machine 

learning can successively replace a human’s ability to 

analyse facts and draw logical conclusions.”

an example of 
It security in practice
 

Data are stolen from a company’s network. In the 

technical jargon, this process is referred to as “data 

exfiltration”. A signature-based system may identify a 

specific URL pattern for uploads to a potentially dan-

gerous website or it identifies already known malware. 

Seasoned attackers are, however, able to get around 

this easily. On the other hand, behaviour-based 

systems recognise that a file upload is currently under 

way. They are also able to report if this happens from a 

computer that rarely uploads data or if the destination 

is unusual. It will be very difficult for an attacker to 

conceal the main objective of its attack, the uploading 

of files.

the status quo of re-
search and application
Although machine learning was first mentioned in 

research as early as in 1999, slow computing times 

and the high-performance processors required here 

meant that this was barely an issue for many years. 

But now that the technical conditions are in place, 

the topic is one of the most promising approaches to 

automate workflows that IT security experts currently 

carry out “manually”.

 Success in the application depends heavily on the 

quality of the data basis. This is not a problem for the 

area of IT security in particular, but a general statisti-

cal problem. Mr Reisinger continues: “While highly 

significant events are easy to detect by an automated 

system, the art lies in automatically distinguishing 

between low-significance events that are “important 

for IT security” or “not important”. No model has yet 

come out on top here in practice. As a result, the focus 

of research is on further developing our behaviour-

based systems. If you add the findings obtained from 

other data sources such as signature-based systems 

to the information provided by these systems, you 

get high-quality data on conspicuities in a company’s 

network. They make it possible to automatically assess 

the relevance of an event in the company’s network as 

an actual security incident.”

In order to further development machine learning, 

RadarServices also examines technologies from 

other industries and business fields such as econo-

metrics or bioinformatics for synergies. On this basis, 

machines that are able to learn and intelligently use 

human skills are gradually and increasingly used in 

practical applications.

Human versus machine
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as secure as 
fort knox? 
Why even the 
most forward-
thinking 
institutions are 
prone to cyber 
attacks

IT security is achieved by using special-

ised software – this is the image prevalent 

among most people. However, much more 

is done in large companies and public insti-

tutions to protect customer data, company 

secrets and internal communication from 

cyber attacks every day. At the heart of this 

is the Security Operations Centre (SOC).

As secure as Fort Knox?
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to millions of euros and negative  repu-

tational impacts are always the result of 

cyber attacks if an organisation does 

not have any suitable technical tools and 

experts, and therefore fails to realise that 

it is being attacked for weeks or months. In 

such cases, attackers have enough time to 

track down the weakest link in the whole 

company network. They can, for instance, 

use employee accounts to load malware 

or steal large amounts of data. Without a 

dedicated SOC, it is often not possible to 

detect such “preparatory work” by hack-

ers.

ProbleM 2: 
Installing security software 

alone is not enough

A whole host of complex systems, soft-

ware and information sources are required 

for IT risk detection. These include, for 

instance, vulnerability scanners, intrusion 

detection systems, a security information 

and event management system, sand-

boxing technologies, threat intelligence, 

reputation data and correlation engines. 

But buying these products is not the end 

of the story. Experts must configure them 

on an ongoing basis and adjust them to 

the current circumstances in and around 

the company so that they are also able to 

identify an attack properly and in a timely 

fashion. The software’s findings are also 

merely risk indications. Experts therefore 

need to analyse the information, assess 

the risk, question the impact on IT and 

business processes, classify the elimina-

tion of the danger as a priority, add advice 

for operational IT teams on how to solve 

the problem and, ultimately, subject events 

classified as “resolved” to a final check.

 Experts in the SOC are thus not only 

key alarm transmitters in the event of a cy-

ber attack. They also coordinate the tasks 

to be performed by the operational IT 

THE Security Operations Centre (SOC) 

can be compared with a control tower 

at an airport. Based on cutting edge tech-

nology, experts observe and assess the 

current IT security situation throughout 

an organisation’s entire IT environment on 

a permanent basis, and take appropriate 

countermeasures in the event of suspi-

cious activity.

J.P. Morgan, Sony Playstation Network, 

Adobe Systems, Ebay, Oracle, the German 

Bundestag or the Democratic Congres-

sional Campaign Committee (DCCC) 

in the US elections: the fact that cyber 

attackers continue to be successful with 

respect to the most advanced companies 

and institutions in the world shows that 

detailed security monitoring seemingly 

does not always work flawlessly.

What are the most common problems? 

An analysis provides an insight into, along 

with advice on, setting up security divi-

sions in large organisations.

ProbleM 1: 
there is no dedicated soc

Example: Large hospitals. In 2016, several 

cases of ransomware attacks became 

publicly known, particularly in Germany, 

the USA and Canada. The blackmail-

ing software crippled the IT system, and 

therefore the organisation’s processes, for 

a number of days. Despite cutting-edge 

medical technology, important measures 

in the field of IT security appear to be 

missing, which would have rendered such 

attacks ineffective from the very begin-

ning.

 An estimated 85% of all German 

companies with over 1,000 employees 

currently do not have a dedicated SOC. 

And yet, the setting up of an SOC for large 

companies is a must. Losses amounting 

teams whenever swift action is needed to 

fight attacks, in order to limit the damage 

to the greatest possible extent. They turn 

the SOC into a control centre for effective 

IT risk management.

ProbleM 3: 
functional processes are 

missing

The cyber attacks on the US retail chain 

Target in 2013 demonstrated the conse-

quences of non-functioning processes in 

a particularly striking manner: over 100 

million customer data sets were stolen. 

According to reports, the company was 

promptly informed by its IT security officer 

about suspicious activity in the network, 

but there was no timely response.

 The most expensive software and a 

trained team of experts are therefore of 

no use if processes are not established 

and followed. In an acute case of attack, 

well-oiled workflows within the SOC team, 

as well as between the latter and the op-

erational IT teams, are absolutely essen-

tial. The responsible employees must be in 

regular, personal contact so that they can 

work together immediately in the event of 

an emergency.

conclusIon
Cyber attacks represent a challenge even 

to the most advanced organisations in the 

world. The formula for success consists 

of three components: state-of-the-art 

tools, trained experts and established 

processes. If these conditions are met, 

even large institutions that are particularly 

targeted by attackers will remain secure. IT 

security is an ongoing process, not a one-

off investment.

ORGANISATION & COMPLIANCE

FL1 Silent Force
Next-generation security
from Liechtenstein.

Comprehensive recognition, localisation and combating
of attacks via mobile radio interfaces

 

Essential protection against sabotage  
of Industry 4.0 applications

Cutting-edge real-time monitoring and managed services  
from the mobile security alarm centre in Liechtenstein

powered by
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The levels of data protection in 

the USA and Europe differ – so the 

European Court of Justice confirmed. It 

overturned the “Safe Harbor” agreement, 

which had been the most frequently used 

legal basis for the transfer of personal 

data between the USA and the EU. The 

“EU-US Privacy Shield”, the successor 

to “Safe Harbor” is also viewed critically 

by data protection experts in Europe. It 

creates a legally difficult situation, and 

renowned companies have already had to 

pay fines because they continue to base 

data transfers on “Safe Harbor”. 

 However, in addition to personal data, 

European companies also transfer – still 

legally – highly sensitive data about their 

current IT security to mainly cloud-based 

service providers in the USA. The data 

protection concerns of experts here are 

immense. 

 For example, data on the current status 

of companies’ IT security is transferred to 

the USA on an ongoing basis for analysis 

purposes. This IT security monitoring 

processes logs, security incidents and 

information on vulnerabilities from the IT 

infrastructure. The information is assessed 

by external systems and – if it stands out 

– examined by experts there. While this is 

intended to detect potential cyber attacks 

and thereby increase IT security, a new 

danger is created, for once the data leaves 

a company, and for that matter Europe, 

they are no longer protected against 

access and use by US authorities than 

personal data are. This also applies if the 

analysis centres of the US security pro-

data transfer to the usa: 

Even in the age of cloud computing, 

It security must not disappear into thin air

viders are located in Europe – even here 

access by US authorities on the grounds of 

the Patriot Act is possible at any time.

 It is therefore highly recommended to 

establish a European approach for securi-

ty-relevant data. An “anti-cloud principle” 

for IT security. The most important princi-

ple: these data must never be transferred 

beyond the borders of the company.

 No increased costs for IT security will 

be incurred here. If companies do not have 

sufficiently large dedicated IT security 

divisions, they can continue working with 

external service providers. The current 

state of technology enables all services 

to be provided also without needing to 

transfer data beyond company borders.

ORGAnISAtIOn & COMPLIAnCE
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news, events and information 
from RadarServices

RadarServices is Europe’s leading provider of managed security services. The focus here 

is on the timely detection of IT security risks. Data never leaves a client company. The 

services combine (1) the technology fully developed in Europe, (2) the work of expert 

analysts in the global Security Operations Centres (SOCs) and (3) tried-and-tested 

processes and best practices in the event of IT security incidents. The result: a particu-

larly effective and efficient improvement of IT security and risk management, continuous 

IT security monitoring and an overview, available at the click of a button, of security-

relevant information for the entire company.

 RadarServices is based in Vienna, Austria. Its clients include large and medium-sized 

companies with up to 350,000 employees, as well as authorities.

  Our global SOCs ensure that services are provided in your vicinity.

RADARSERvICES At A GLAnCE

In 2016, we celebrated five years of RadarServices. Ever since, the company has been 

one of the fastest growing technology companies in Europe.

 Originally founded by a circle of experienced IT security experts, Invest AG, Austria’s 

largest private equity investor, took a stake in the company at the beginning of 2015. 

“RadarServices employs security intelligence experts who have won multiple awards 

internationally and who monitor and evaluate the IT security of client companies every 

day,” says Leo Strohmayr, board member of Invest AG. “In addition, the company de-

velops its technology in-house, based on the findings of its own research team. In this 

way, the company is able to match its American competitors in terms of technology and 

know-how,” Strohmayr explained Invest AG's investment at the time.

 Since then, RadarServices has seen the number of security experts at its location in 

Vienna increase from 20 to more than 70. Moreover, the company runs Security Opera-

tions Centres (SOCs) and offices in Europe and Asia.

five years 
radarservices

about us
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radarservice opened cybersecurity world 
in vienna

RADARSERvICES At A GLAnCE

Bringing IT security to life – this is the focus of Cybersecurity 

World. The location highlights the current status of research and 

innovation in the industry, as well as the challenges of today and 

tomorrow for IT security officers in companies. In the “Hack-

quarter”, visitors are put in the role of a hacker. How do hackers 

choose their targets and methods of attack? How do they prepare 

an attack? Experts guide you through the stages. One-to-one 

meetings with and presentations by international renowned IT 

security experts round off the world in which everything revolves 

around IT security.

 RadarServices is the initiator of Cybersecurity World. Visitors 

are welcome at the company’s building in the heart of Vienna 

upon prior appointment.

 Simulation games to train for real cyber attacks on companies 

or entire economies, awareness training courses, or intramural or 

extramural further education on the subject of IT security are also 

offered by third parties on our premises.

 Be our guest and gain many new insights into one of the most 

exciting topics of today and tomorrow. For further information, 

please visit www.cybersecurityworld.org

CYBERSECURITY
WORLD

radarservices steps on the gas

Interesting people with interesting hobbies work at 

RadarServices. Partner manager Wolfgang Wimmer is a 

rally driver. In 2016, he drove for the “RadarService Rally 

Team” for the first time. His achievement: with an aver-

age speed of 103 km/h, he came in third in the M1 class 

for near-serial production vehicles at the Lower Bavaria 

Rally. The reigning German champion Ruben Zeltner won 

the overall rally with his Porsche 997 GT3. It was a heated 

battle with 34 degrees in the shade. It is one of the fast-

est rallies in Europe, covering a distance of 97 km.

The world’s leading training and further 

education organisation for IT security, 

the SANS Institute, regularly awards 

the “SANS Lethal Forensicator Coin” to 

particularly talented IT security specialists 

contributing to the further develop of digi-

tal forensics. The “Lethal Forensicators”, 

recognised with a medal, have shown 

that they are able to detect and resolve 

even the most complex of threats, and 

achieve first-rate results in the course of 

their training and further education. They 

are among the world’s leading specialists 

when it comes to defending companies 

against cyber attacks or with regard to 

complex digital investigations. The award 

is therefore equivalent to a kind of “gold 

medal for IT security experts”.

 The “SANS Lethal Forensicator Coin” 

has recently been awarded to a member of 

the RadarService Intelligence Team.

 “We are proud of our security intel-

ligence team. Not only do these specialists 

train themselves on an ongoing basis, but 

they also contribute to the further devel-

opment of the global community. They are 

unbeatable in the fields of digital forensics 

and incident response – which has now 

also been confirmed by the awarding of 

the “SANS Lethal Forensicator Coin” to our 

team member,” says Christian Polster, CFO 

& CSO of RadarServices.

 The SANS Institute was founded in 

1989 as a research and training organi-

sation. Over 165,000 IT security experts 

have participated in the programmes, 

including IT security officers from global 

organisations, the private sector and pub-

lic bodies.

News, events and information from RadarServices

gold 
in the category 
“It security” for 
radarservices 
Intelligence team 
member
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Wir sind für Sie da!

As an experienced IT service provider, Controlware has comprehensive know-how in 
the �elds of Network Solutions, Uni�ed Communications, Information Security, 
Application Delivery, Data Center & Cloud and IT Management.

We support you in all matters relating to IT – from the planning and implementation 
of convergent infrastructures to operations on the basis of ITIL-compliant service 
processes.

Our ISO 27001-certi�ed Customer Services Centre provides you with individually 
tailored managed services, complemented by comprehensive security operating 
services. Together with our partner RadarServices, we have developed an innovative 
managed IT security solution for our clients in the �eld of critical infrastructure 
(KRITIS). This o�ers comprehensive risk detection via log data, vulnerability and data 
�ow analyses in conjunction with needs-appropriate reactions to security incidents. 
In addition, the solution supports all of the supplier’s industry-standard protocols 
and is subject to EU data regulations. A particular important feature is that all data 
remain with the client.

Managed Security Services with Controlware & RadarServices!

We are here for you. Controlware GmbH
Waldstrasse 92
63128 Dietzenbach

Tel.: +49 6074 858 00
info@controlware.de
www.controlware.de

Controlware - your IT partner Imprint

About RadarServices Publishing

RadarServices Publishing publishes articles, reports, studies and magazines on the subject of IT security. It is our aim to provide an insight into the 

experience of industry experts, and to pass on know-how relating to IT security acquired from intramural and extramural research to companies, 

public institutions and other organisations. We actively draw on co-authors from academia and business to promote knowledge about current 

trends in the area of IT security among the general public and, in particular, among corporate executives and politicians. RadarServices Publishing is 

part of RadarServices.

About this publication

The publication contains general information only. RadarServices and/or its affiliated companies are not providing any expert consultation services 

with this publication. Nor does this publication serve to replace any such expert consultation, and should not be used a basis for business or invest-

ment decisions or actions. Neither RadarServices nor its affiliated companies shall be liable for losses incurred by an individual as a result of relying 

on this publication.

About RadarServices

RadarServices is Europe’s leading provider of continuous and future-oriented IT security monitoring and IT risk detection as managed services. The 

services combine automated detection of IT security problems and risks with analysis by experts. Data never leaves the client company. No extra 

personnel or financial resources are necessary for the set-up, configuration and daily operation.
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Zieglergasse 6, 1070 Vienna

Tel. +43 1 9291271-0
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Important dates & events

10 – 12 October 2017
It-sa nuremberg
 
6 – 8 June 2017
Infosec london

Meet our experts

Personal contact is very important to us. When it comes to 

IT security, you need to know and trust your partners. This 

is why the RadarServices team is available at any time for 

face-to-face meetings. You can also meet us at events of 

sales partners and trade fairs on the subject of IT security. 

In 2016/2017, we will attend numerous events includ-

ing the InfoSec in London (6 to 8 June 2017) and IT-SA 

Nuremberg (10 to 12 October 2017). You can find other 

dates on our website at  

http://www.radarservices.com/en/events.

Publishing
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